
 

  

 

  

 

 

EVENT REPORT 
 

DATA GOVERNANCE AT A TIME OF PANDEMICS: 
CHARTING A WAY FORWARD FOR LATIN 

AMERICA  
 

 

MyData Brazil Hub, Centre for Technology and  
Governance (FGV Law School) & Open Data Charter, 5/6/2020 

  



DATA GOVERNANCE AT A TIME OF PANDEMICS: CHARTING A WAY FORWARD FOR LATIN AMERICA 

 

2 

 

PANEL 1. OPEN DATA: SUNLIGHT IS THE BEST OF 

DISINFECTANTS? 

(Moderator: Natalia Carfi, Open Data Charter) 

 

- Q1 & Q2: Current projects and importance of open data 

 

Julio Lopez, Datalat  

Within the open government partnership initiative, Datalat is part of an agreement to 

implement open data policy developing a technical guide (including privacy aspects) 

together with the Ecuadorian network of open data and the ministry of communication. 

 

Research project on open contracting, especially emergency procurement which since 

May 2020 can be seen on a dedicated platform . A data privacy law is being discussed.  

 

There are already some international standards on open contracting, led by the open 

contracting initiative, promoted in Latin America.  Datalat is working on a research 

project identifying an analytical framework to assess the Ecuadorian implementation 

(and possibly improving that) of that standard. In fact, Ecuador has already made open 

contracting standards a core part of the Open Government Partnership plan published in 

2019. Datalat is also examining whether information published on emergency 

procurement (which however does not include historical data prior to the pandemic) can 

be used to tackle corruption. 

 

 

Fernanda Campagnucci, Open Knowledge Brasil 

Main project of Open Knowledge Brasil in this area: Covid transparency map and 

index, based on 3 variables: content, granularity and format..  

 

In addition to the general recognition of the rights to (freedom of) information and 

privacy recognized in the 1988 Constitution, Brazil has had a Freedom Of Information 

Law since 2011, which also refers to the need to respect data protection (see art 6 III). 

However, the effective oversight of compliance with those aspects is assigned to the 

competent (data protection) authority, which is currently still missing. Despite the 

https://opendatacharter.net/
http://www.datalat.org/
http://www.datalat.org/
http://www.datalat.org/
https://www.gobiernoelectronico.gob.ec/wp-content/uploads/2020/04/Acuerdo-Poli%CC%81tica-Datos-Abiertos-17.04.20-v4-signed.pdf)
https://datosabiertosecuador.org/politicadatos/
https://www.google.com/url?q=https://www.open-contracting.org/news/research-grants-to-analyze-emergency-procurement-awarded-to-12-projects/&sa=D&ust=1591923243912000&usg=AFQjCNFgDHmR3frmQSIIkTCrYbij8vFHjQ
https://coronavirusecuador.com/
https://idatosabiertos.org/en/
https://openupcontracting.org/project/local-open-contracting-initiatives-loci/
https://www.opengovpartnership.org/wp-content/uploads/2020/01/Ecuador_Action-Plan_2019-2021.pdf
https://www.ok.org.br/
https://transparenciacovid19.ok.org.br/
http://www.planalto.gov.br/ccivil_03/_ato2011-2014/2011/lei/l12527.htm
http://www.planalto.gov.br/ccivil_03/_ato2011-2014/2011/lei/l12527.htm
http://www.planalto.gov.br/ccivil_03/_ato2011-2014/2011/lei/l12527.htm
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importance of FOIL, OK Brasil did not depend on his law for their research and relied 

on direct inquiries and publications in the press. This is because the speed of response to 

FOIL is inadequate for a pandemic (the deadline for responses is 20 days, which can be 

extended to 30, and in a pandemic we need daily updates).  

Furthermore, FOIL is not sufficient to promote open data. Brazil would benefit from the 

creation of a specific open data legislation. 

With specific regard to pandemics data, OK Brasil is working with some congressmen 

on a proposal of making the disclosure of the data that enables this kind of transparency 

indexing mandatory. 

 

OK Brasil is also advising on the application of FOIL at a time of emergency. The 

government proposed the suspension of the law, but the Supreme Court annulled that 

decree. Data protection law was supposed to enter into force in August 2020, but the 

government postponed it to 2021. This results in many agreements between government 

and data-rich companies for access to such data by the government, the terms of which 

are publicly unknown.  

 

Paloma Castro, TEDIC  

The tension of open data with privacy needs to be considered. Unfortunately there's a lot 

of use of biometric, sensitive information of health diagnoses, and geolocalization, in a 

country with a proven record of surveillance, and still no data protection law. TEDIC is 

part of a multisectorial effort to create a comprehensive and balanced legislation. A first 

draft is expected by the mid of July and will be put forward for Congress. 

 

It should also be considered that where there is universal health coverage and solid 

health systems, the institutional reaction to the pandemic tends to be more effective. In 

Paraguay, open data policies were suspended due to the extreme situation or to 

institutional precariousness, i.e. lack of staff and infrastructures, including the lack of 

internet access, problems of digital literacy and even gender equality. An example is the 

governmental app called "Akuerapp'',  which was supposed to offer information on the 

availability of medicines and health services in the country, but was discontinued due to 

a lack of resources. Same problem affected the government's open data platform. 

 

https://www.tedic.org/
https://www.tedic.org/
https://www.tedic.org/
http://akuerapp.mspbs.gov.py/
https://www.datos.gov.py/
https://www.datos.gov.py/
https://www.datos.gov.py/
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[Comment by moderator: interesting to see that Argentina had first privacy law, and 

then FOI law...so it seems to be in the opposite direction]. 

 

- Q3: What can we do as civil society?  

 

1. improve the quality of the data [and especially for a pandemic, defining what 

kind of data is useful to face the emergency]. 

2. open up other data, not just government data. We are seeing this from some 

private companies, but civil society can do that too! 

3. engage with the press and civil society to make pressure on governments to open 

data, as done by Open Knowledge Brasil with their Transparency Index. 

4. push for the creation of a class of public managers devoted to publishing open 

data (not only governments!) 

5. solve issues of interoperability, which allows comparison across different 

countries. This is a precondition for the creation of a regional Open Data portal. 

6. demand open data as evidence for policy decisions 

7. adopt a human rights perspective in managing tension with data privacy. N.B: 

there's a very strong open data community in Latin America, but unfortunately it 

is not always dialoguing with the data privacy and the digital rights community.  

 

 

What are the next important conferences to continue this discussion? AbreLatam, 

ConDatos, and Rightscon. Moderator suggested that we could use one or more of these 

(e.g. a “back to back” gathering) to continue the debate. 

 

What are those conversations that are already out there? We could map the crucial ones 

so that we don't reinvent the wheel, and build upon what has already been done. [E.g. 

“frictionless conversation” for interoperability across countries, tension between privacy 

and open data, and limits to open data at time of emergency]   

 

Do we have good examples of COVID19-related Open Data Portal? See the Colombian 

portal which is a collaborative effort as a result of a consultation initiated by the 

https://medium.com/data-stewards-network/a-call-for-action-813669f32244
https://www.google.com/url?q=https://2019.abrelatam.org/&sa=D&ust=1591892137225000&usg=AFQjCNHnWJNBMD5BduvOPLVx-3fU2PxyJg
https://www.google.com/url?q=https://condatos.org/&sa=D&ust=1591892137225000&usg=AFQjCNGgkWaovF033xcSFxrzhV8Dcyl6BA
https://www.rightscon.org/
https://discuss.okfn.org/t/towards-a-data-schema-for-covid-19-epidemiological-and-response-data/9353
https://www.datos.gov.co/en/Salud-y-Protecci-n-Social/Casos-positivos-de-COVID-19-en-Colombia/gt2j-8ykr
https://www.datos.gov.co/en/Salud-y-Protecci-n-Social/Casos-positivos-de-COVID-19-en-Colombia/gt2j-8ykr
https://www.datos.gov.co/en/Salud-y-Protecci-n-Social/Casos-positivos-de-COVID-19-en-Colombia/gt2j-8ykr
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government and significantly improved after receiving inputs, both from civil society 

and private sector. Other good portals: this and this. While not exactly open data portals, 

there are also interesting repositories on institutional responses to COVID19 in different 

States, see here and here.  

  

https://docs.google.com/document/d/1JWeD1AaIGKMPry_EN8GjIqwX4J4KLQIAqP09exZ-ENI/edit#heading=h.3rws823b5e2v
https://socialtic.org/blog/datos-y-covid19-proyectos-en-latam/
https://socialtic.org/blog/datos-y-covid19-proyectos-en-latam/
https://socialtic.org/blog/datos-y-covid19-proyectos-en-latam/
https://globalprivacyassembly.org/covid19/covid19-resources/
https://www.comparativecovidlaw.it/data-protection/
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PANEL 2. GOVERNMENT RESTRICTIONS OF PRIVACY, DATA 

PROTECTION AND OTHER FUNDAMENTAL RIGHTS 

(Moderator: Walter Britto, Centre for Technology and Society, Fundação Getulio 

Vargas) 

 

- Q1: Examples of current initiatives and their caveats? 

 

Juan Carlos Lara, Derechos Digitales 

Apps doing multiple things and thus have different risks: 

1. Gather info and help with self-assessment and reporting.  

2. Provide additional information on the pandemics and its responses. 

3. Collection of information that can be used as a basis to take other measures (e.g. 

geolocation). 

 

Derechos Digitales also did a helpful review of the flurry of “Corona Apps” in the 

region, and a critical piece on the Chilean “CoronApp”. Another review for Latin 

America was done by IAPP, one on the international landscape was done by IDAC, and 

a comprehensive report of this kind but with a focus on Argentina was done by ADC. 

 

 

Seth David Schoen, Electronic Frontier Foundation 

EFF´s taxonomy: 

1. Individual location tracking (for contact tracing or quarantine enforcement), 

which especially in Asia is done on a mandatory level. 

2. Contact tracing without location tracking. 

3. Aggregate location, e.g. heat maps. N.B: the practices for data collection 

for this purpose are not always known to data subjects. However there are 

also good practices, when companies involved in producing heat maps 

maintain strict separation of data collected under different purposes. 

4. Predictive scoring of citizens´ exposure, and  potentially using the risk score to 

enforce quarantine or deny access to public services. It also may overlap with 

proposals for immunity passports. 

https://portal.fgv.br/en/news/center-technology-and-society-participates-netmundial
https://portal.fgv.br/en/news/center-technology-and-society-participates-netmundial
https://portal.fgv.br/en/news/center-technology-and-society-participates-netmundial
https://www.derechosdigitales.org/
https://www.derechosdigitales.org/14368/el-tecnoptimismo-volvio-en-forma-de-coron-apps/
https://www.derechosdigitales.org/14387/coronapp-la-inutilidad-del-atajo-tecnologico-desplegado-por-el-gobierno-y-sus-riesgos/
https://iapp.org/news/a/algunas-aplicaciones-que-estan-siendo-utilizadas-en-america-latina-para-tratar-de-controlar-la-propagacion-del-covid-19/
https://digitalwatchdog.org/wp-content/uploads/2020/06/IDAC-COVID19-Mobile-Apps-Investigation.pdf
https://adc.org.ar/2020/05/21/en-caso-de-emergencia-descargue-una-app/
https://www.eff.org/
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5. Automatic symptom monitoring, through infrared sensors or contactless 

thermometers, and sometimes through smart watches and apps that notify likely 

symptoms to governments or the public. 

6. Mandatory reporting for certain individuals, e.g. infected people or health 

professionals. 

 

 

Andrea Mendoza, División de Estudios Jurídicos, Centro de Investigación y Docencia 

Económica  

In Mexico City, Google shares information at the aggregate level with governmental 

entities in order to know the number of trips people make and  identify the level of 

compliance of isolation measures. Telecom companies have also announced the release 

of (again, supposedly aggregate) data of cell phone antennas, that will be available to 

the Digital Agency for Public Innovation. However, in June 2020 the Chilean 

investigation called “Fake Antenna Detection Project (FADe)” identified at least 21 

fake antennas (also known as “stingrays”) in Mexico City, near government sites, 

permitting the operators to target specific individuals and collect their personal 

information. It has been suggested (although not proven) that the government has some 

ties with this. There is no transparency on the partnerships between the government and 

these companies.  

 

 

- Q2: What role can the regional and international human rights systems play in 

avoiding state abuses and what other fundamental rights, beside privacy and data 

protection, might be at risk in the COVID-19 response? 

 

JC 

At the international level, we have declarations by the High Commissioner for Human 

Rights and other UN experts calling for human rights to be at the centre of responses to 

the pandemic, and not to abuse so called “emergency measures”. At the regional level, 

we have Resolution 1/2020 by the InterAmerican Commission of Human Rights, the 

Declaration 1/20 by the InterAmerican Court of Human Rights, the Guide on Inclusive 

Responses issued by the Secretariat of the Organization of American States, as well as 

https://www.cide.edu/dej
https://www.cide.edu/dej
https://www.cide.edu/dej
https://www.cide.edu/dej
https://fadeproject.org/?project=mexico-df-es&lang=es
https://www.rindecuentas.org/reportajes/2020/05/30/fake-antenna-el-espionaje-a-celulares-que-paso-de-epn-a-amlo/#sdfootnote2sym
https://r3d.mx/2020/06/01/investigacion-revela-antenas-falsas-para-espionaje-en-la-cdmx/
https://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?NewsID=25668&LangID=E
https://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?NewsID=25668&LangID=E
https://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?NewsID=25668&LangID=E
https://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?NewsID=25722&LangID=E
https://www.oas.org/en/iachr/decisions/pdf/Resolution-1-20-en.pdf
http://www.corteidh.or.cr/tablas/alerta/comunicado/declaracion_1_20_ESP.pdf
http://www.oas.org/es/sadye/publicaciones/GUIDE_ENG.pdf
http://www.oas.org/es/sadye/publicaciones/GUIDE_ENG.pdf
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various meetings organized by the Commission. At the same time, we do not have 

detailed guidance like for instance the European Commission and the European Data 

Protection Board. The risks are to freedom of movement and association, expression, 

right to life, health care, equal standards of care,  adequate standard of living, and also 

other civil and political rights such as the participation in democratic processes. 

Furthermore, the question is, although we may have data protection or other rights 

recognized in theory, do we have an effective framework of enforcement? 

 

SDS 

There has been a lot of use of so-called “emergency powers”, e.g. use of governmental 

decrees or executive order and the exercise of regulatory powers by health authorities 

(for instance issuing quarantine orders and movement restrictions) . In the past, these 

powers were mainly used to decide who was responsible for funding, but now it is 

really getting into substantive decisions.  

 

One right that is significantly put under pressure is freedom of expression: for instance, 

in relation to speech that encourages violation or criticism of the orders of health 

authorities; or in relation to “fake news”.  

 

The derogation system of the IACHR is a potential vulnerability of the system, but the 

general human rights framework can be used to guide the way in which derogations can 

be operationalized, e.g. that they are necessary and proportionate. A specific legislation 

on the way in which this can be done could be an option. 

 

AM 

The role of regional human rights systems is important. We must know that the right to 

protection of personal data derives from the limit on the private life of people, which is 

expressly recognized in some instruments of human rights in the Latin American region. 

 

The right to privacy and the protection of personal data are not the only rights at risk, 

facing exceptional situations such as that of COVID19, since rights such as freedom of 

expression and access to information are also affected. 

  

https://ec.europa.eu/digital-single-market/en/news/coronavirus-recommendation-use-mobile-data-response-pandemic
https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_guidelines_20200420_contact_tracing_covid_with_annex_en.pdf
https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_guidelines_20200420_contact_tracing_covid_with_annex_en.pdf
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- Q3:  How can we organize and advocate as a regional civic community? 

 

JC 

There are limitations in what CSOs can do if movements are restricted. Nonetheless, the 

power of association with other CSOs and experts in a variety of fields can help a great 

deal. This not only at the national level, but also internationally, so as to enable local 

civil society to refer governments to the international expectations.  

 

SDS 

EFF welcomes CSOs collaborations and encourages everyone to reach out in that 

regard, even in Portuguese or Spanish. Sunset for legislation seems like a necessary 

safeguard.  

 

Suggestion by moderator: we could map whether legislation in different countries has 

sunset clauses or similar limits. 

 

AM 

WHO could be giving some guidance on the developments of application, guaranteeing 

the highest protection of persons and interoperability. CSOs are essential as a 

counterweight to governments and a guarantee of liberties in general. 

 

 

- Q4: What is the most important element you would include in a COVID data bill 

of rights?  

 

One element would be that any emergency powers are time-bound; a second would be 

the purpose and institutional access-bounding (e.g. availability only to public health 

authorities and for specific purposes), others can be the “principles for apps” that have 

been recently suggested by EFF (including an opt-in principle). 
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Mapping of COVID19: more to be done on surveillance measures adopted or proposed 

(like bracelets and other sensors). MIT has a very good mapping project, but there are 

now already many such efforts. Perhaps time of mapping the mapping?  [suggestion 

from the floor also to focus specifically on Latin America]. We can also go beyond 

mapping and analyze those efforts.  

 

A useful reference is the IberoAmerican data protection network. 

 

  

https://www.technologyreview.com/2020/05/07/1000961/launching-mittr-covid-tracing-tracker/
https://www.redipd.org/es
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PANEL 3. DATA-DRIVEN INNOVATIONS: CIVIL SOCIETY AND 

PRIVATE SECTOR RESPONSES 

(Moderator: Nicolo Zingales, CTS/FGV & MyData Brasil Hub) 

 

- Q1: Should non-governmental apps be permitted? Is the data protection 

framework in the country sufficient to ensure that they will process data 

responsibly? 

 

Maria Lorena Florez Roja, GECTI, Universidad de Los Andes  

About non-governmental contact tracing apps: Focus on business models and the 

possibility of several companies to impose an app for their employees. Do they want to 

put out economic and/or human resources to build an app instead of focusing on other 

measures to prevent contagion? For which purposes?  

 

This is especially evident from apps that are supposed to be voluntary but whitch dpend 

on the citizen’s to download or not. It is important to address marketing and publicity of 

those apps (e.g. economical benefits for the use of them). 

 

Another problem is when they are de facto mandatory (e.g., they are required to enter a 

workplace or a mall). In those situations, the line of endangering civil rights. Have these 

apps gone through an ethical and legal impact assessment?  

 

Two necessary approaches: 

1. Focus on individuals’ rights (from an ethical and legal perspectives) 

2.  Socio-economic perspective: are they useful? Is it actually necessary to build an 

app?  

 

In any case, the main factor is trustability in that private entity with some principles in 

mind: i) Transparency (tell me what you actually need to know); ii) Give me a timeline 

for the use of data; iii) Let me delete my data; iv) Do not share it with commercial or 

marketing purposes. 

https://mydatabrasil.wordpress.com/
https://gecti.uniandes.edu.co/
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In Colombia, according to article 10 of the Law 1581/12, there are some cases in which 

authorization is not necessary, for instance when information required by a public or 

administrative entity in the exercise of its legal functions (Ministry of Health) or by 

court order and cases of medical or sanitary emergency. Under this legal rule there is a 

legal basis to process personal data on grounds of health purposes, but it is sometimes 

stretched by companies to process such data also for commercial purposes.  

 

In Bogota, getting temperature checked and giving a cellphone or landline phone 

number is needed in order to access public malls, and somehow triggers advertising by 

email. In her view, these apps must be voluntary and comply with general principles 

established in the law, including purpose limitation and preventing discrimination and 

inequality.   

 

The speaker mentioned the Map of Data protection legislation in the region, an initiative 

to which everyone is invited to contribute [a suggestion was made to expand the map by 

incorporating other relevant laws in the region].  

 

Maria Paz Canales, Derechos Digitales  

Far too often, contact tracing apps merge and conflate different purposes. How much 

clarity and transparency exist about the real purpose of the technology and how the 

technology is crafted to fulfill that purpose and not others? The answer to the question 

of whether non-governmental apps should be permitted is linked to that, an inextricably 

linked to the cultural and social situation which determines a level of confidence. E.g. if 

there are failed governments that lack the resources or are mistrusted, the role of the 

private sector is more important.  

 

Only after we have these two elements, can we discuss the privacy rights and human 

rights affected by these applications and their consistency with human rights enshrined 

in constitutional rules.  

 

Chilean data protection law isw from 1999, and there have been proposals for an update 

for a long time (the latest one is 2017). Chile does not have a DPA, it relies on private 

enforcement and on constitutional action (Habeas data). And this is crucial, because the 

https://twitter.com/NelsonRemolina/status/1217078588396183552/photo/1
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question is not just about what standards we have, but who enforces them. For instance, 

in Chile the private sector has a different legislation from the public sector. For an 

overview of the Chilean framework, see this publication. 

 

Rafael Zanatta, Data Privacy Brasil  

Data Privacy Brasil produced a report in April on “data and virus” mapping the best 

practices and principles. 

 

10 principles for policy makers wanting to use data to fight COVID19. The thesis is that 

the issue is not about deciding whether to use personal data, but rather what type of 

safeguards and procedures are used. For example: 

 

● Define purpose specifically (not just “fight COVID”) 

● Data should be necessary, follow data minimization and as much as possible 

subject to anonymization (or at least pseudonymization).  

● It should be an open process. Policy-makers should somehow publish their 

technical documents about the proposition and give 2 or 3 weeks for technical 

communities to critique them and thus make them stronger.  

 

Federal government is not using projects or techniques of surveillance because they 

have a strategy of minimizing the importance of the virus, which has led to a lack of 

strong public policies of lockdown or enforcement of social isolation. Their efforts are 

rather focused on facilitating the economic recovery by putting people back on the 

street.   

 

In the IBGE case, the constitutional challenges arose after the government passed a 

decree establishing the collection of registration data from telecom providers in order to 

measure unemployment. In this context, the lack of a DPA and distrust in government´ 

data processing led to the challenge and its success, providing an important precedent 

for the whole region.  

 

Bottom up initiatives step in when governments are failing to provide the basic 

infrastructure.  This is an important movement in poor regions like favelas: for instance, 

https://www.derechosdigitales.org/wp-content/uploads/PVB-datos-int.pdf
https://dataprivacy.com.br/
https://www.dataprivacybr.org/wp-content/uploads/2020/04/relatorio_privacidade_e_pandemia_final.pdf
http://www.stf.jus.br/arquivo/cms/noticiaNoticiaStf/anexo/ADI6387MC.pdf
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there are simple initiatives coordinated by WhatsApp with volunteers in each 

neighborhood identifying who is sick and identifying them, even paying from their own 

pocket transportation to the nearby hospital. These kinds of precarious initiatives are the 

only ones we have seen in the country to identify who is sick and to somehow react. 

The moderator reminded that there are initiatives in favelas that enforce the quarantine 

in an aggressive (extreme) way.   

 

 

- Q2: What governance or technical mechanism can be used by these initiatives to 

show that they are committed to responsible processing? 

 

MLFR 

There are on the one hand health issues, and on the other hand (a second question) 

privacy issues. Do we need an app on this? Do we want to spend our resources on this?  

Luciano Floridi and  Manuela Battagli both have an interesting paper on this: the former 

focuses on the ethical perspective, the latter combines MKT and privacy. 

 

We also need to discuss how we classify the data. Is body temperature biometric data? 

Open source is another important safeguard, and something that the EFF has worked a 

lot on. 

 

What is the best technology to use? E.g. geolocation, cookies, social media data, etc. 

 

Security measures. Cybersecurity issues such as identity theft through this app who 

knows right at deactivating and removing the app like I should be able to deactivate and 

remove the app and remove all my data. 

  

MPC 

The main important question is what will be the purpose of the system. Remember the 

different contexts, internet access, disabilities, knowledge of technology and how they 

interact. So, it’s dangerous to retro-fit technological solutions to an existing reality. We 

should start from asking what would be better for people (be it an app or otherwise). 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3582550
https://arxiv.org/ftp/arxiv/papers/2005/2005.08370.pdf
https://www.eff.org/issues/covid-19
https://www.eff.org/issues/covid-19
https://www.eff.org/issues/covid-19
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The WHO recently created guidelines on ethical standards for development of contact 

tracing apps and stressed the importance of this approach.  

 

RZ 

Collective data governance mechanisms are currently not strong in Brazil, there are 

some cooperatives but they are not yet developed in the digital sphere.  

 

Finally, important research centers and public universities are getting funding to 

develop these, along with common protocols for data sharing. 

 

More discussion and deliberation are also needed within civil society to tackle emerging 

issues, for instance the issue of immunity passports which have a lot of problems like 

false positives, vulnerability to corruption, etc.  

 

 

- Q3: what is the best leverage for affected individuals to benefit from a robust 

complaint mechanism for any data protection issues arising (particularly in the 

absence of a specific legislation or insufficient enforcement)? Is the doctrine of 

positive obligation sufficiently developed in the region, and to what extent can we 

expect private entities to comply with fundamental rights? 

 

ML 

Epidemiological tracking tools are not something new, what is interesting is the 

technological impact that has been deployed in the wake of the pandemic. There is 

something that is important to clarify, this is not a question of pandemic vs. privacy or 

even worse life vs. privacy.  

 

Many people downloaded the app because they were afraid of restrictions to 

circulation/movement in case they didn´t. And private companies are the entities 

enabling  people to download the apps, so have some responsibility for that. Others are 

concerned about the centralization of government (power of enforcement: penalties; 

criminal cases).  

https://apps.who.int/iris/bitstream/handle/10665/332200/WHO-2019-nCoV-Ethics_Contact_tracing_apps-2020.1-eng.pdf
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A solution for app providers could be not simply to comply with data protection law 

(which many countries don’t have yet), but to adopt also binding corporate rules which 

focus both on individual privacy and on group privacy interests.  

 

MPC 

IACHR art. 11 (privacy) has been interpreted progressively, especially by the IACHR 

Special Rapporteur on Freedom of Expression. From it we can read both positive 

obligations for States and an horizontal application of human rights to companies. There 

has been some development of this with the UN Guiding Principles on Business and 

Human rights, requiring a much needed human rights impact assessment; and most 

recently, the Office of the Commissioner of Human Rights´ B-Tech Project.  

 

Suggestion from moderator: we could look further into positive obligations and  the 

national frameworks on horizontal application of fundamental rights.  

 

 

https://www.oas.org/en/iachr/expression/index.asp
https://www.oas.org/en/iachr/expression/index.asp
https://www.oas.org/en/iachr/expression/index.asp
https://www.oas.org/en/iachr/expression/index.asp
https://www.ohchr.org/documents/publications/guidingprinciplesbusinesshr_en.pdf
https://www.ohchr.org/documents/publications/guidingprinciplesbusinesshr_en.pdf
https://www.ohchr.org/documents/publications/guidingprinciplesbusinesshr_en.pdf
https://www.ohchr.org/EN/Issues/Business/Pages/B-TechProject.aspx
https://www.ohchr.org/EN/Issues/Business/Pages/B-TechProject.aspx
https://www.ohchr.org/EN/Issues/Business/Pages/B-TechProject.aspx

